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1. OnucaHue cuuTbiBaTensa

1.1. O6Wwme cBegeHUA

CumtbiBaTenb PR-P18 BbinonHeH B Buae OYHKUMOHANbHO 3aKOHYEeHHO-
ro yCTponcTBa B MMIaCTMKOBOM KOpMyce CO CBETOAMOOAaMW U BCTPOEHHbIM
NCTOUYHUKOM 3BYKOBOIO CUIMHana ansa MHOMKaumMm coctoaHum. K cumtbiBaTento
npunaraetca kabenb USB 2.0 A-B anuHowm 1,8 MeTpa, 3aKkaH4YMBaOLLMINCS CTaH-
0AaPTHbIM pasbeMoM 419 noaknodeHua Kk USB-nopty MK.

TexHMYeCcKMe XapaKTeEPUCTUKM NPUBELOEHDbI B Tabnuue 1.

Tabnuua .
XAPAKTEPUCTUKA 3HAYEHUE
MaTepunan Kopnyca rnaactuk ABS
PasmMepbl kopriyca 147x81x27 MM
Bec 6pyTTO/HETTO 0,4 kr /0,2 Kr

[nanasoH pabouunx TeMnepaTyp o1 0 °C pgo +55°C
oT1 -20 °C go +60 °C

oT 0 0o 90% npwu +40 °C

[Ouana3oH TeMnepaTyp XpaHeHUs
JonycTumas oTHoCUTeTbHas

B/1aXXHOCTb (6e3 KoHAOeHcaTa)
Paboyag yacToTa 13,56 Ml
HanpsaxkeHune nuTaHune oT USB-nopta NK
MaKcuMarsbHbIV MoTpebnaeMbli TOK 200 MA
CkopocTb 06MeHa c MK 115200 604,
Knacc 3awmhl IP 54

BHewWwHWMM BUA cUnTbIBaATENEN MpeacTaBieH Ha pucyHke 1.

PucyHok 1. BHelwHMM BMa cumnTbiBaTena PR-P18

CumnTbiBaTenb mcnonblyetca B coctaBe CKY/[ ParsecNET 3 HaumHaga C Bep-
cnm MO 3.8.xxXx 1 NpefHasHayveH ong:

* CUMUTBIBAHWSA U Nepedadyn B NPUIOXKEHUE KOOOB 6ECKOHTAKTHbLIX MAOEH-
TUPUMKATOPOB;

¢ B 3alUMLLEHHOM pexknMe Ha ypoBHe SL1 (Mifare Classic) ana cuntbiBaHUA
M nepefavm kogos B CKY[ 13 3alUMLLIEHHbBIX CEKTOPOB KapT;

* B 3alUMLIEHHOM peXxXmMe Ha ypoBHe SL3 onda BbiMyCka KapT, co34aHmA
MaCTEP-KapT, a TakxXe A9 CYMUTbIBaHUSA U nepedadn kogos B CKY[ m3
3aLUMLLEHHbIX CEKTOPOB KapThbl.

C NoMoLLblo KOMMeKTa pa3paboTumka 1 crneumanbHbiX YTUANT cUMTbiBaTe-
I MOTYT MCMOb30BaTbCS B MOObIX OPYTMX CUCTEMAX B aHANIOMMUHbIX LLensX.
SDK (koMnnekT pa3paboTymka B BUAE AMHAMUUYecKoN BubnmnoTtekn PRPI18.
dll) obecneumnpaeT nogaepyKy MoaHOro GyHKLMOHaNa cYnUTbiBaTeNa U3 CTo-
POHHUX NpUoyeHu. NMogpobHee B pasgene 3.2.

1.2. NMuTaHune

MuTaHme cunTbiBaTENS ocyllecTBnseTca ot USB-nopTa MK.

2. PaboTa cuuTtbiBaTend

Mo KoMaHOaM npuknagHoro MO cyuTbiBaTeNb MNony4YaeT MHbopMaLmio C
KapTbl, HaXo4daLlewncsa B mosie YteHud, 1 nepegaet ee B MO,

CuutbiBaTenb PR-P18 BbinaeT B CKY[L ParsecNET kof KapT, UMetoWwmx anmnHy
4 mnn 7 6auT.
2.1. CDOpMaT KOOOB CUUTbIBaTenda

Mpn pabote B cuctemMe ParsecNET dopmMaT koga maeHTUdMKaTopa, nepe-
JaBaeMbl B MPOrpamMmy, 3aBUCUT OT TEKYLLEro pexmma paboTbl (BBOS, ce-
PUMHOIo HOMEPa, SMUCCUA KapT B 3alUMLLEHHOM pexxume SL3, co3gaHue
MacTep-KapT).

2.2. UHouKauma paboTbl

2.2.1. CaMoTecTUpOBaHUue npm BKAOYEHUN

[Mpn BKIOYEHUU CUUTbIBATENA MPOXOOAUT mpoLlenypa caMoTeCTUPOBaHUS.
Ecnwu Bce B nopsanoke, 1o He 6onee uyem Yyepes 1 cekyHOy B cHMTbIBaTE 1€ 3aro-



patoTca KpacHble cBeToamoabl. OTCYyTCTBME CBEYEHMA KPaCHbIX CBETOAMOOOB
roeopuT 06 annapaTHOM oLLInBKe.

Mocne oKOHYaHMA NpoLeaypPbl CAMOTECTUPOBAHMUS CUMTbIBATENb MEPEXoanT
B pabounin pexxknm.

2.2.2. "HAMKaUuMA YTeHNAa Koaa KapTbl

B coctaBe CKY[1 ParsecNET 3 npu cHUTbIBaHMW KOLA KapTbl Moc/e nepegaym
KoLa B KOMMbIOTEP CYUTbIBATENb M3OAET KOPOTKUIM 3BYKOBOM CUTHaN U OOQHO-
BPEMEHHO C 3TVIM MWUIaeT CBETOAMOAAMM.

Mpu paboTe Co CTOPOHHUMMK MPUNOKEHUAMU CUMHAM NPU CYUTBIBAHUN MO-
YKET BbITb OTK/TIOUEH B yMpaBnsaoLen nporpaMmme.

3. OKcnnyaTtauua

3.1. MoHTax
3.1.1. Mepbl 6e30nacHOCTU

[MooknoyeHe cyUTbiBaTeNs He Tpe6yeT npnMeHeHnd cneunanbHbIX
cpecCTB 3allMTbI.

3.2. NMopgkniovyeHue cunutbiBaTtend K lNK ¢ yctaHoBneHHbIM MO
ParsecNET

CuuTblBaTeNb NoAkNtoYaeTcs K USB-nopTy MK npu noMowm kabenq, nocras-
N9eMoro B KOMMIeKTe. MOXKHO UCMOoMb30BaTh aHANOrMYHbIM Kabesb, HO ero
O/IVHa He OO/MKHa MpeBbllaTh ABYX METPOB.

[panBepbl Ana paboTbl HAaCTOMbHbIX CUMTbIBaTENen BXxoaaT B cocTaB 10
ParsecNET 3 1 yCTaHaB/IMBaOTCA aBTOMaTUYECKMW.

Heobxononmoe nporpamMMHoe obecneyeHme MOXXHO HaUTK Ha
cavTe NnponsBogmTend www.parsec.ru. Habepute B MOMCKOBOM
CTPOKEe Ha3BaHWe YCTPOWCTBa, MNepenauTe Ha CTpaHuLy
YCTPOWCTBAa, @ 3aTeM Ha BKNagky “CkadyaTb MaTepuanbl”.

3.2.1. Moaknio4yeHUe cHUTbIBaATENS K APYrMM cUCTEMaM

[Mpn nogkntoyeHUM cumTbiBaTens K USB-nopTy MK, Ha KOTOPOM OTCYTCTBYET
MO ParsecNET, HeOBGXOAMMO YCTaHOBUTbL AparBepbl ANg paboTbl CUUTbIBATE-

na B OC Windows. KoMNeKT cepTUPUMLMPOBaAHHbIX OpaBEpOB B BUOe yCTa-
HOBOYHbIX MakeToB Windows HaxoauTCa Ha canTe NpousBoauTens:

ftdi32_certified.msi — cepTndmMUMpPOBaHHLIM MaKeT ana Bepcum 3.8 U
BbllLe a4 32-6UTHOM NnaThopMbl;

ftdie4_certified.msi — cepTndmMUMpPOBaHHbLIM NakKeT Onda Bepcun 3.8 U
Bbllle O/19 64-6MTHOW NnaTtdopMbI.

Ha 3ToM e calnTe HaxoOaTca BCce HeobxoauMmble ans pa6OTbI CO CHUTbIBaTe-
NaAMU PYKOBOLOCTBaA.

Ona paboTbl CO CUMTBbIBATENAMU B UHbIX, HeXenun ParsecNET, cucteMax He-
obxogMMa cneumanbHasa guHaMuyeckaa bubnumoTteka — PRP18.dll. BubnuoTte-
Ka obecneymBaeT MHTepdENC NPUKIaAOHOIo MNporpaMMHoro obecneyeHma K
OYHKUMAM cUMTbIBaTENA.

YTobbl cKavaTb HY>XHble MaTepWalbl C canTa npomsBoagunTesnia www.parsec.ru,
I'Iepel;I,D,I/ITe B pa3gen «CkadaTb» M YKaXXMTe B OKHE MOUCKa HaMMeHOoBaHMe
CUHUTbIBaTEe4.

3.3. 3awmeHHbIn pexxuM B CKY[, ParsecNET

3alUMLLEHHbBIN PEXMM OCYLLECTBAAETCa TObKO NMPW UCMNONb30BaHUM B
CKY[ cuuTbiBaTenem mMapku Parsec cepuimn PR-P05/09/16 (cHATbI ¢ npo-
nssoacTea) umnm PNR-Pxx 1 PNR-Xxx (MynbTudopMaTHble cUMTbIBaTE-
nn).

3alMLLEHHbBIN PEXUM MPEedyCMOTPeH Ana cymTbiBaTensa PR-
P18 npu paboTe ¢ KapTaMu, NOLOEPKMBAOLLMMKM MPOTOKOI
Mifare Classic (wndppoBaHme no Crypto-1, SL1) n ¢ kapTamm
Mifare Plus (undpoBaHme nNo anropmntMmy AES-128, SL3).

CumntbiBaTenb PR-P18 nepeBoaMTCS B 3alLUMLLEHHbBIN PEXKMM B HAaCTPOWKax B
MO ParsecNET 3 (noapo6bHee o HacTpoMkax HanucaHo B CripaBke uUimn PyKo-
BOACTBE Mo aKcnnyaTauum ParsecNET 3, pa3gen «PaboTa ¢ kaptamu Mifare
Plus»).

B oTnnume oT 0b6blYHOro pexkmma, Korga ong naeHTudukaumm nonb3osa-
TeNna UCMoNb3yeTca 3aBOLCKOW CEPUMHbIM HOMep KapTbl, B 3alUMLLEHHOM
PeXXMMe UCMNOb3yeTcl CreHepPUPOBaHHbIM HOMEP KapTbl, XpaHALWMNCS B
3alUMLLEeHHOW obnacTu (cekTope) KapTbl. ECM nepBbl CEKTOP KapTbl He
MHULMANM3NPOBaH ana paboThbl B 3aLUMLLEHHOM peXxuMe (KapTa HaxogmTca



B TPAQHCMOPTHOM COCTOAHUNIN NITN MHUNLUMNaNN3NPOBaHa O14 pa6OTbI apyroro
NPUNoXXeHna C CeEKTOpPOM 1), TO CHNTbIBATEJ1b Ha TaKytO KapTy He OTpearmpyert.

Ona obecneyeHna ypoBHa 6e3onacHocTm SL1 (Mifare Classic) HazHadeHMe
CeKPEeTHbIX Ktoden A4oCTyrna M UCNOMb3yeMbIX CEKTOPOB MPOM3BOAMTCA af-
MUHUCTPATOPOM CUCTEMBI MPU MOMOLLM CheumanbHoM YTUnmnTsl SePro, fo-
CTYMHOM Ha caWTe npomsBoguTens. MNocpeacTBOM YTUMKUTbI CO30at0TCA pa-
6oune KapTbl M MacTep-KapTbl O79 MNepenporpaMMmMpoBaHna npodunien
6e30MnacHOCTU. TakXKe Npu ee NoMoLM BeaeTca 6a3a OaHHbIX KapT M BCex
npodunen 6e3onacHoOCTM.

[Onqa ypoBHA 6e3onacHOCTK SL3 cekpeTHble KtoYM SOCTyna reHepmpytoTca
CucteMom B pasgene «lNapamMeTpbl» B HacTpomkax MO (prcyHOK 2).

CeKpeTHbIN KoY [OCTyMa — 3TO «Mapofby» A9 AOCTYMNa K CHUTbIBAHMIO MOEH-
TUdMKaTopa KapTbl, XPaHALLErocs B 3alUMLLEHHOM 3TUM MaposieM CEKTope
KapTbl.

MacTep-kapTa MnepenporpaMMmpyeT HaCTEeHHbIWM CYUTbIBATENb: U3MeHseT
CeKpeTHble KoUMW OOCTyMa M HOMepP CeKTopa, TO eCTb M3MeHsaeT Npodurb
cyuTbIBaTENS.

Co3fgaHve MacTep-KapT M MPOoxXoAHbIX KapT Ha ypoBHe SL1 (Mifare Classic)
npwv nomMmoLmn cymtbiBaTensa PR-P18 onmcaHo B PyKOBOLCTBE MoOJSib30BaTeNd
yTunuTom SePro.
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- Mifare Classic (SL1) \ Unras UID - |
@ BxmvBaLNA
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Dy epsoranisa @ Mfare Plus (SL3) [ Yimems sawvwentwii Parsec |
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7 () Omenioueto
% Peximsl
Apyrue
[[] PAN Homep
[ 3mynsop wapr Parsee
NapameTpst
[[] Xowwmposams UID 7 6an & 4 Gaitta

3.3.1. 3alLMLLEHHDbIV PEeXXUM B OpPYrmx cucrtemax

3alMUWEHHbIN PEXUM MPW MCMOMb30BaHMM B CUCTEME CHATbIX C MPO-
M3BOLCTBa cUUTbIBaTeNnem PR-P05/09/16 MOXHO peanmnsosaTb TOIbKO Ha

ypoBHe SL1 (Mifare Classic). Mcmonb3oBaHMe HAaCTEHHbIX CYUTbIBaTENEN
PNR-Pxx 1 PNR-Xxx (MynbTndopMaTHble CYUTbIBATENM) MO3BOAAET Op-
raHM30BaTb 3aLWMLLIEHHbBIN PEXUM ypoBHe 1 SL1, n SL3.

Pa6oTa cuuTbiBaTena PR-P18 B 3alUMUIEHHOM peXMMe B cucTemMax, oT-
NYHbIX OT ParsecNET, Takke TpebyeT MCMOoNb30BaHUA YTUIUTBI SePro
014 BblMYyCKa MPOXOOHbIX KapT M CO30aHMa MacTep-KapT. HO B oTan4ymm
oT CKY[, ParsecNET, ona nocnepytowen paboTbl C BbiMyWeHHbIMKW Kap-
TaMM 1 MacTep-KapTaMM HeobxoaMMa AMHaMUYeckas 6UbBnMoTeka, Ko-
Topad nocTaBnaeTcd B COCTaBe KOMMeKTa pa3paboTtymka Mifare-SDK.

[0ns goctyna Ko BceM GYHKUMAM cUMUTbIBaTENs Heobxoamma
OUHaMmnyeckasa 6MbnnoTeKa, KoTopas MoCTaBIgeTca B COCTa-
Be KoMmnekTta paspabotumka (Mifare-SDK). Mifare-SDK He
BXOAUT B CTAHOAPTHbIM KOMMMNEKT MOCTaBKM CYUTbIBATENS.

3.4, O6HoBNeHue MO cumnTbiBaTend

Ona obHoBneHMs MO cuyuTbiBaTENA TPpebyeTca BCKPbITb €ro Kopnyc Aa4
poctyna kK DIP-nepekntovatenaM pexmmMmos SW3. [Npu nocTtaBke nepe-
Kao4YaTenn U nepeMbldkn XJ yCTaHOB/IEHbI KaK MOKa3aHO Ha PUCYHKe
MnjaTbl CHUTbIBATENS HUXKeE.
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[aHHOe MofoyKeHUe mepekstoyaTenen 1 nepembliek COOTBETCTBYET pabo-
yemy pexxmmy.



[Ona obHoBneHMa MO nepeBeauTe nepekntodatens 1 (BTL) B 6noke SW3 B
HKHee monoxeHme (ON), mocne 4yero HaXxxMmMTe Ha KHomkKy RESET (SW1).
CumnTbiBaTENb MEpe3arpy3nTcs B pexmme obHoBneHMaA MO, o YeM ByayT cBU-
0EeTeNbCTBOBATb NepeMUTMBatOLLMECH CBETOAMOObI.

Ona obHoeneHua MO MOXHO BOCMOMb30BaTbCHa YTUNUTOW ONA MNepenpo-
WKMBKKM cumnTbiBaTena PR-P18, 0OoCTynHOWM Ha camTe MpoM3BOOUTENS WWW.
parsec.ru

Mocne o6HoBneHMsa MO nepeBeanuTte nepekstodatens 1 (BTL) B 6noke SW3 B
ncxogHoe (BepxHee) COCToAaHME M BHOBb Mepe3arpy3mTe cUMTbiBaTeNb C Mo-
MOLLbIO KHOMKWM RESET Mnu BbligepHYB, @ MOTOM CHOBa nogkntoumne USB-ka-
6enb cUMTbIBaTENS, MO KOTOPOMY MOCTYMaeT NMTaHme.

5. PeMOHT

Ecnv y Bac BO3HUKAM NpobriemMbl, KOTOpble Bbl HE B COCTOAHUM peLlnTb ca-
MOCTOSTENIbHO AaXke Mocre nsyyeHusa PyKoBOOCTBa MO aKCMyaTaumm, a Tak-
e MpexXkae, YeM oTNpaBnaTb U3fenve B PEMOHT, 06paTUTeCh B CEPBUCHbIE
LeHTpbl Parsec: www.parsec.ru/service-centers, unu B Cnyx6y TexHude-
CKOW moaaepyKm Parsec.

+7 (495) 565-31-12 MockBa 1 06nacTb
+7 (800) 333-14-98 no Poccuu

support@parsec.ru

support.parsec.ru

Mpaduk paboTbl MH.-MT. 8:00 - 20:00
[To MOCKOBCKOMY BpeMeHN
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