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[HuHamuyeckasi bubnuomexka PRP18.DLL

Pykosodcmeo npoespammucma

UcTopusa foKymeHTa

Tabnuua 1:
Bepcus Hata N3meHeHus
1.0 28.05.2018 MNepBas pegakumsa gokymeHTa
1.1 21.05.2019 MepenaHa B Npon3BOACTBO
1.2 24.07.2019 VMcnpaBneHus B akTMBaumm KapT YpoBHS 4 (owmnbka Tuna ATS)
20 01.10.2019 ®PyHKUMM nogaepkn kapT BoeHHoro, ASN 6aHkoBsckux, I-Code, Parsec smart.
21 16.09.2020 HobaeneHa gyHkumsa yTeHnss NAH Homepa 6aHKOBCKMX kapT
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O6wue nonoxeHus

HasHauyeHue

[aHHbIN JOKYMEHT NpegHa3HayYeH Kak pykoBOACTBO A4S NPOrpaMmMuCTOB,
pa3pabaTbiBaloLWMX NPUNOXKEHUS C MOAAEPKKOWN HACTONbHbIX cumTbiBaTenen PR-P18 B
pexume FTDI yctponctBa (6e3 ucnonbsosaHunga suptyansHoro COM-nopTa).

BubnuoTteka caenaHa Ha OCHOBe NpeabiayLlen sepcuun, paboTtaroLLen Yepes BUpTyarbHbIN
COM-nopT, n cywecTByeT Kak B 32-OUTHOW, Tak 1 64-6UTHOM BepcUsXx.

Mpn koMnMnauMM Bce PyHKUUKM GMBNMoTeKn onucaHbl ¢ aTpnbyTom (cornalieHmem o
Bbl3oBax) cdecl.

OrpaHunyeHus

Ha Tekywimin MomMeHT Bnbnunoteka HaxoguTCs B COCTOSHUM pa3paboTku, YTOUHEHUS U
OOMNONHEHUs B AOKyMeHTe ByayT NosBnsaTLCA Mo Mepe paboTbl Hag GMBNNOTEKON.

B vactHocTK, ByayT coenaHbl 4o6aBneHns Ang nofiHon 3amMmeHbl CTaporo HaCTONbHOrO
cuntbiBaTensa PR-PO8 (B yactn paboTbl cGaHKOBCKMMU KapTamu, yTunntTon SePro n Tak
panee).
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DYHKUUUN BNONUOTEKN

O6wue nonoxeHus

Bce dyHKUMM BUGNMOTEKM BO3BpaLLalOT koA pedynbTtaTta. [Mpu ycnewHoM BbINoSIHEHNM
hyHKUMM KOA pe3ynbTaTa paBeH HyMto. 3HaYeHne, OTIMYHOE OT HYNs, rOBOpUT 06 oLmGKe.

Tunbl napameTpoB

BubnroTteka HanncaHa Ha sa3blke [Nackanb. [ns Bbi3oBa GyHKUMIA N3 nporpaMmmbl Ha C/C++
cneayeT KOPPEKTHO MPMBECTU TUMbl AAHHbIX.

MapameTpbl TMNOB uint8_t, uint16_t, uint32_t kommeHTapmes He TpebytoT. Ecnn nepen
napameTpomM CTouT MoamndumkaTop var, To napamMeTp nepegaeTcs He Mo 3Ha4YeHuto, a no
CCbIJIKE.

Tun pbytearray cooTBeTCTBYET ykasaTento Ha Maccus 6anToB, aHanor void*. MNapameTp Tuna
pchar cooTBETCTBYET yKka3aTento Ha HyfMb — TEPMUHUPOBAHHYIO CTPOKY 6anTOBbIX
CUMBOJIIOB, aHanor char®.

Koabl olin60ok

Kogbl owmnbok onpeaeneHbl B anne Errors.pas cnegyowmm obpasom:

// ERRORS from NXP library

PH ERR IO TIMEOUT = $01; //**< No reply received, e.g. PICC removal. */
PH_ERR_INTEGRITY ERROR = $02; //**< Wrong CRC or parity detected. */

PH_ERR COLLISION_ ERROR = $03; //**< A collision occured. */

PH_ERR BUFFER OVERFLOW = $04; //**< Attempt to write beyond buffer size. */
PH_ERR_FRAMING ERROR = $05; //**< Invalid frame format. */

PH_ERR PROTOCOL ERROR = $06; //**< Received response violates protocol. */
PH ERR AUTH ERROR = $07; //**< Authentication error. */

PH _ERR READ WRITE ERROR = $08; //**< A Read or Write error occured in RAM/ROM */
PH ERR TEMPERATURE ERROR = $09; //**< The RC sensors signal overheating. */
PH_ERR RF_ERROR = $0A; //**< Error on RF-Interface. */

PH_ERR INTERFACE ERROR = $0B; //**< An error occured in RC communication. */
PH_ERR LENGTH_ERROR = $0C; //**< A length error occured. */

PH_ERR INTERNAL ERROR = $7F; //**< An internal error occured. */

//

PH_ERR INVALID DATA PARAMS = $20; //**< Invalid data parameters supplied */

PH _ERR _INVALID PARAMETER = $21; //**< Invalid parameter supplied. */

PH_ERR PARAMETER OVERFLOW = $22; //**< Read/Write a parameter produce overflow. */
PH_ERR UNSUPPORTED PARAMETER = $23; //**< Parameter not supported. */

PH_ERR UNSUPPORTED COMMAND = $24; //**< Command not supported. */

PH_ERR USE CONDITION = $25; //**< Condition of use not satisfied. */

PH ERR KEY = $26; //**< A key error occured. */

//

PH_ERR SUCCESS_CHAINING = $71; //**< Rx chaining is not complete */

PH ERR SUCCESS INCOMPLETE BYTE = $72; //**< An incomplete byte was received. */

// In the library PH ERR_CUSTOM BEGIN = 0x80

// and uses about 10 codes - so, we start from O0xA0
PH_ERR_CUSTOM BEGIN = $80;

// For Mifare defined codes

PHPAL MIFARE ERR NAKO =
PHPAL MIFARE ERR NAKI =

= (PH_ERR CUSTOM BEGIN+1);
PHPAL MIFARE ERR NAK4 = (PH_ERR CUSTOM BEGIN+2
PHPAL MIFARE ERR NAK5 = (PH_ERR CUSTOM BEGIN+3);

(PH_ERR CUSTOM BEGIN+0)
( )
( )
( )
PHPAL MIFARE ERR NAK6 = (PH ERR CUSTOM BEGIN+4);
( )
( )
( )

’

’

PHPAL MIFARE ERR NAK7 = (PH_ERR CUSTOM BEGIN+5
PHPAL MIFARE ERR NAKS = (PH_ERR CUSTOM BEGIN+6
PHPAL MIFARE ERR NAK9 = (PH_ERR CUSTOM BEGIN+7
// For Mifare Plus defined codes

’

’
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PHAL MFP_ERR AUTH = (PH_ERR CUSTOM BEGIN+0); /*< MFP Authentication Error. */
PHAL MFP _ERR CMD OVERFLOW = (PH_ERR CUSTOM BEGIN+1); /*< MFP Command Overflow Err. */
PHAL MFP_ERR MAC PCD = (PH_ERR CUSTOM BEGIN+2); /*< MFP MAC Error. */
PHAL_MFP_ERR BNR = (PH_ERR CUSTOM BEGIN+3); /*< MFP Blocknumber Error. */
PHAL MFP_ERR EXT = (PH_FRR CUSTOM BEGIN+4); /*< MFP Extension Error. */

PHAL,_ MFP_ERR CMD INVALID = (PH_ERR CUSTOM BEGIN+5); /*< MFP Invalid Command Error. */
PHAL MFP_ERR FORMAT = (PH_ERR CUSTOM BEGIN+6); /*< MFP Authentication Error. */
PHAL_ MFP_ERR GEN FAILURE = (PH_ERR CUSTOM BEGIN+7); /*< MFP Generic Error. */

// Internal communication errors

ERR_COMM_TIMEOUT = SA0;
ERR_BAD PACKET CRC = SAl;
ERR_OPEN_ PORT = $A2;
ERR_WRONG_COMPORT = SA3;
ERR_COM CLOSED = S$A4;
ERR_COM_WRITEERR = S$A5;
ERR_INVALID HANDLE = $A6;
ERR_RESULT EMPTY = $A7;

// error code answers from reader

ERR_INVALID DATA = SA8;
ERR_INVALID COMMAND = SA9;
ERR_INVALID PARAM = SAA;

MNMepeyeHb hpyHKUMN

OcHoBHbIMK oTNU4YMsaMK oT Bepcun ansg COM-nopTa aBnsal0TCa PyHKUNN 0BHapYyXeHus 1
OTKPbITUS MHTEpdeca cumTbiBaTensa. Ecnv B cTapor Bepcumn MCNosib30Banock BCEro ABe

OYHKLNK:
o OpenPort()
¢ ClosePort()

TO B JAHHOW BEPCUN 3TN PYHKLUUN yaaneHbl 3a HeHagobHOCTbI0, HO obaBneHbl cneayoLimne
YHKLUNK:

o Enumerate() nony4aeT KONMYecTBO MNOAKIHOYEHHbIX CHATLIBATENEN
o GetFirstReader() nony4aeT NepBbI CHYMTbIBATENb U3 CrMCKa

o GetNextReader() nonyyaeT crnegyloLwmin cuMTbiBaTeNb N3 Cnmncka

« ReaderOpened() NpoBepsiET, OTKPLIT NN UHTEpPeNC cunTbiBaTENs

o GetReaderSerial() nony4yaeT CepuUiiHbI HOMEpP BO BHYTPEHHEM chopmaTe
o GetReaderSerialStr() nosny4yaeT CepuUiiHbLIN HOMEpP B BUOE CTPOKM

e OpenByNum() OTKPbIBAET CHUTLIBATESNbL NO HOMEPY B NUCTE

o CloseByNum() 3aKpbIBaeT cYNTbIBATENb MO HOMEPY B NUCTE

CnepnyeT uMeTb B BUAY, YTO OAHOBPEMEHHO NoaaepxuBaeTcs paboTta TONbKo ¢ O4HUM
cumTbiBaTenem. MNMpun HeobxoanMocTu paboThl C APYrMM CcUMTLIBATENEM TeKyLwuii TpebyeTcs
npeaBapuTEnbHO 3aKPbITb.

Hwxe Bce pyHKUMKN paccMoTpeHbl 6onee nogpo6Ho.

Mony4yeHUe cnucka cuuTbiBaTenen

®yHkumaA ckaHnpyeT USB noptol K ansg o6HapyxeHnsi Bcex NOAKIMIOYEHHbIX CHMTbIBaTENEn
PR-P18, nomeLyaeT nx BO BHyTPEHHMI CMIUCOK 1 BO3BpaLLaeT KONM4eCcTBO OBHapyKEeHHbIX
cunTbIBaTEnen.

function Enumerate(): uintl6;
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Mapamempnbi

BxogHbIx napameTpoB He UMeeT.

Pe3ynbmam

Bosspau_l,aeT 4Yuncno O6Hapy)KeHHbIX cunTbiBaTenen. Hymepau,m;l BHYTPEHHEro cnuncka
Ha4YnHaeTCcA C HyneBoro nHaekca.

MonyyeHue nepBOro cYUThbIiBaTensa U3 cnucka

®yHKUNSA BO3BpaLLaeT onucaTenb NepBOro CYNTbIBaATENS U3 BHYTPEHHErO CNncka BMecTe C
€ro cepumHbIM HOMEPOM.

function GetFirstReader (desc: pbytearray; maxlen: short): uintl6;

Mapamempnbi

Ha Bxoge nonyyaeT ykasaTeslb Ha CTPOKY CUMBOJIOB U ee MakCUMasibHYH ANUHY.
PekomeHayeTcs BblaeNnaTb He MeHee 48 6anT (BKMoyas 3aBepLuatoLLmi HOSb).
Pe3ynbmam

MNomeLlLaeT onncartens cYnTbIBaTENS C CEPUNHBIM HOMEPOM B NEPEMEHHYI0 . Ecnu
BblAeneHo HegocTaToyHo MecTa (maxlen meHee Tpebyemoro 3HaveHus), To BO3BpaLLaeMoe
3Ha4yeHune ycekaeTcs. Npumep Bo3BpaLLlaeMon CTPOKU:

Parsec Desktop Reader PR-P18 (810-00-0001)

Ecnun cnucok cuntbiBaTenen NycT (HET NOAKMIOYEHHbIX cUMUThIBaTeEnen, nmbo
npegBapuTeNbHO He Bhi3biBanach pyHKUna Enumerate), To Bo3BpaLwlaeTcst KO4 OWnOKK
ERR_RESULT_EMPTY.

MonyyeHue cneaytouero cuuThbiBaTena U3 cnucka

dyHKUMS BO3BpALLIAET onmncaTeNlb O4EPEAHOro (HaunHasi C NepBOro) cYnTbIBaTENs U3
BHYTPEHHErO CNMCKa BMECTE C ero CepuiHbLIM HOMEPOM.

function GetNextReader (desc: pbytearray; maxlen: short): uintl6;

Mapamempnbi

Ha Bxoge nony4yaeT ykasaTternb Ha CTPOKY CMMBOJSIOB Y €€ MaKCUMaribHYH AMVHY.
PekomeHayeTcs BblaenaTb He MeHee 48 6anT (BKoyas 3aBepLuakoLLnin HOSMb).
Pe3ynbmam

MNMomelyaeT onncartens cunTbiBaTENSA C CEPUNHBIM HOMEPOM B NEPEMEHHY0 . Ecnu
BblAeneHo HegocTaToyHo MecTa (maxlen meHee Tpebyemoro 3HaveHus), To BO3BpaLLaeMoe
3HayeHve ycekaeTcs.

Ecnn cnucok cuntbiBaTenemn nycT (HET NOAKMIOYEHHbIX cuMThIBaTENnen, nmbo
npegBapuTeNbHO He Bhi3biBanachk yHkuna Enumerate), nmbo cnegyrollero cuntoiBaTens B
CMuCcKe HeT, To Bo3BpawlaeTtcd kog owmnbkn ERR_RESULT _EMPTY.

MpoBepka uHTepdenca cunTbiBaTens

CepBucHas OyHKUMS, NO3BONSAOLWAsA NONYy4YUTb COCTOSIHME CYMTBIBATENS, 3a4aHHOIO Mo
HOMepY BO BHYTPEHHEM CMUCKE.
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function ReaderOpened (num: short): uintlé6;

Mapamempnbi

Ha Bxoge nony4yaeTt HoMep CHUTbIBATEA num.

Pe3ynbmam

BosBpaluaet 0, ecnv nHTepdenc cuntelBaTens He oTKpbiBancd, Nnbo eguMHuLy, ecrnv
NHTEpPdENC OTKPLIT ANsA paboTbl.

Honb Takke Bo3BpaLLlaeTcs, eCcnv Cr1cokK nycT, NMbo 3aaaH HoMep, NPEeBbILLaLLIMNA
KONMU4YeCcTBO CUYUTbIBaATENEN B CMUCKE.

Mony4yeHue cepmMmnHOro Homepa

CnyxebHasa yHKUMA, BO3BpaLLaloLlas CEPUNHbIN HOMEP 3a4aHHOro CYMThLIBATENS BO
BHYTPEHHeM npeacTaBneHnn.

function GetReaderSerial (num: short; var ser: dword): uintl6;

Mapamempnbi

Ha Bxoge nepegaeTca HOMep CYMTbIBATENS B CMMCKE M yKa3aTernb Ha YeTbipexbanToByto
nepemMeHHyo 4ns nomMmeLleHns oTeeTa.

Pe3ynbmam

BosaBpallaeT cepunHbIi HOMep BO BHYTPEHHEM npeactasneHmn. Ecnv cumtbiBatens ¢
3aJaHHbIM HOMEPOM He CyLlecTByeT, MO0 CNNCOK NyCT, TO BO3BPaLLaeTCs Koa OwnbKu
ERR_RESULT_EMPTY.

NHTepdenc cuntbiBaTens JOMKEH ObiTb OTKPLIT A58 paboThI.

I'Ionyqel-wle cepvaoro HOMepa B Buge CTpoku

dyHKUMS, BO3BpaLLatOLLLAs CEPUNHBIN HOMepP 3agaHHoro cuntbiBaTens B Buge NULL-
TEPMUHMPOBAHHON CTPOKN.

function GetReaderSerialStr (num: short; var serstr: PAnsiChar): uintl6;

MMapamempsbi

Ha Bxoge nepepaeTcs HOMep CYMTbIBaTeNs B CIMCKE U yKasaTternb Ha 6aniToBbIN Maccus Ans
noMeLLeHns oTeeTa.

Pe3ynbmam

BosBpallaeT cepunHbIi HOMEP B BUAE CTPOKM CMMBOJIOB, 3aBepLUaeMon HyrneBbIM 6anTom.
Ecnun cuntbiBaTens ¢ 3agaHHbIM HOMEPOM He CyLLeCcTBYET, NMMBO CnMCOK NycT, TO
Bo3BpawyaeTcsa kog ownbkm ERR_RESULT_EMPTY.

NHTepdelic cuntbiBaTeNs OOMKEH ObITb OTKPLIT ANst paboTkl. Pasmep maccmBa ans
nomeLleHus pesynbTaTa gOMKeH bbITb He MeHee 48 6anToB.

OTKpbITHUE 3agaHHOro cYnThiBaTens

OTKprBaeT cUnTbIBaATESNb AN1S1 BbINOSTHEHUS AanNbHENLLNX onepau,wh C HUM.

function OpenByNum (num: short): uintlé6;
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Mapamempnbi

MonyyaeT HOMep cYUTbIBaTENSI BO BHYTPEHHEM CMUCKE.

Pe3ynbmam

Ecnu nHtepdenc cuntoiBatens yxe OTKpbIT, TO BO3BpaLLaeTCcs Kog OLIMOKM
ERR_OPEN_PORT. Ecnu cuntbiBaTENs € yKa3aHHbIM HOMEPOM B CMNCKE HET, TO
Bo3Bpawaetcs kog owmnbkn ERR_RESULT _EMPTY. B crniyyae BO3HUMKHOBEHMWS BHYTPEHHEN
owmnbKkn Npu OTKPLITUN MHTEpdenca Bo3spaltaeTcsa koa ownbkm ERR_INVALID_HANDLE.

3aKpbiTUe 3alaHHOro CYUThLIBaTeNA

3aKprBaeT MHTep(beVIC cyuTbiBaTend, nocrie 4ero ero MoXXHO OTKpbITb CHOBA, nmbo OTKPbITb
D,perI;I CYHUTbIBATEI1b U3 CMUCKa (ecnm NnoAaKNK4YeHo oonee OOHOro cynTbiBaTesld K O4HOMY
MK).

function CloseByNum (num: short): uintlé6;

Mapamempnbi

Mony4aeT HOMep cuMTbIBATENSA BO BHYTPEHHEM CUCKE.

Pe3ynbmam

3akpbiBaeT nHTepdenc cuntbiBaTens. Ecnv cuntoiBatens ¢ ykazaHHbIM HOMEPOM B CrnCKe
HeT, To Bo3BpaLlaeTca kog ownbkn ERR_RESULT_EMPTY

MepecyeT HOMepa 6510Ka B HOMEp ceKTopa

MepecunTbiBaeT HoOMep Groka B COOTBETCTBYHIOLLMI HOMEP CEKTOpa C Y4eTOM pasHuLbl
pa3MepoB CEKTOPOB AA KapT ¢ 06beMoM namaTn 4 kunobanTta.

function BlockToSectordk (block: uintl6): uintlé6

Mapamempnbi

lMprHMMmaeT Homep 6noka kapTbl Mifare.

Pe3ynbmam

BosBpallaet Homep cekTopa, B KOTOPOM PacnonoXeH 3adaHHbIn 6rok.

MNepecyeT HOMepa cekTopa B HOMep 6noka

BosBpallaeT Homep nepBoro (HyneBoro) 6yoka 3agaHHOro cekTopa.
function SectorToBlockédk (sect: uintl6): uintlo6

Mapamempnbi

MpuHMMaeT Homep cekTopa kapTbl Mifare.

Pe3ynbmam

BosBpallaeT HoMep HyneBoro 6roka 3agaHHoOro cekTopa.
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I'IporpaMMHa;l nepesarpy3ka

BbI130B (byHKUMM NPUBOAUT K NPOrpaMMHON nepesarpyske cumntelBaTens. NapameTtpos
YHKLNA HE UMEET.

function ReaderSoftReset (): uintlo6
|_|pl/l Halnmn4imm cBA3n CO CHMUTbIBATESNIEM BCerga Bo3BpallaeT yCI'IeUJHbIIZ pesynbTart.

MpoBepka cBA3UN

q)yHKU,I/IFI CIYXUT ONA NPOBEPKU oOMeHa co cumTbIBaTeNeEM B pexunmMme axa.

function TestTranceive (var len: uintl6; data: PByteArray): uintlé

Mapamempsbi
len npu BbI30oBE — 4Mcno 6anToB Anst oOOMeHa, Npu Bo3BpaTe
— OnvHa oTBeTa.
data ykasatenb Ha Bydep ¢ gaHHbIMK ansa obmeHa.
NHaonkaums

I'IprpaMMHo BKJ1lO4aeT 6|Anep u/nnu cBeToanodbl cCHMUTbIBATENA Ha 3aaHHOE BpeEMA.
function BeepBlink(led: uint8; beep: uint8; time: uint8): uintlé6

Mapamempnbi
led npw HyNeBoM 3Ha4YeHUn CBETOAMOA HE BKIOYaeTCH,
NHaye BKIlOYaeTCs.
beep npu HyNeBoM 3Ha4YeHUn Bunep He BKMOYaETCS, MHaye
BKtO4aeTcA.
time BpeMsi B kBaHTax no 100 mMcek, Ha KOTopoe BKIoYaeTcs
NHANKaLuS.

Cne/J,yeT MMeTb B BLUAY, YTO BpeMA pa6OTbI (.byHKLl,I/WI nponopunoHaribHO 3agaHHOMY
BpeMeHn nHamnKkauunn.

YteHue peruncrpa

Hun3koypoBHeBas yHKUMS YTeHns pernctpa mmkpocxeMbl CLRC663.

function ReadRegister (addr: uintl6; var data: uintl6): uintlo
Mapamempsbi
addr agpec peructpa mukpocxembl CLRC663.
data OaHHble, NPOYMTaHHbIE U3 PerncTpa MUKpPOCXembl
CLRC663.

3anucb perucrtpa

HunakoypoBHeBas yHKUMS 3anmcy permctpa mukpocxembl CLRCE63.

function WriteRegister (addr, data: uintl6): uintlo6
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Mapamempnbi
addr agpec peructpa mukpocxembl CLRC663.
data AaHHble, 3anucbiBaeMble B PErMCTP MUKPOCXEMbI

CLRC663.
®yHKyuel criedyem nosib308ambCsi C 0CMOPOXHOCMbIO, MOCKOSIbKY HEKOPPeKMHasi

3anucek e pe2ucmpbl MOXXem Hapywums pabomy MUKpocxeMbl! U 8axKe NoSIHOCMbIO
eblieecmu ee U3 cmposl.

YnpaBneHue HecyLlen cYnTbIBaTens

q)yHKU,I/IFI npegHasHavYeHa Oona ynpaslieHud Hecyu_|,e17| cyMTbIBaTeEnNA.

function RfFieldControl (control: uint8): uintl6
Mapamempnbi
control 3Ha4deHue 0 BbIkoYaeT HecCyLllyr, 3Ha4YeHne 1 BKMoyaeT

HeCyLLYI0, a NpU 3Ha4YeHun 2 NpoM3BoaMTCS nepecbpoc
HecyLLeWn: BbIKMoYeHne npumepHo Ha 10 mcek ¢
NoCneayLMM BKIIOYEHMEM.

AKTnBMpOBaHue KapTbl OO YPOBHA 3

®PyHKUNA NbITAETCS aKTUBMPOBATb KapTy, BbINOSHAS OCHOBHbIE onepauum — request,
anticollision, select.

function ActivateCardA3(var uidlen: uint8; uid: pbytearray;

var sak: uint8; var mca: uint8): uintlé6
lMapamempsbi
uidlen AnviHa UID kapThbl (4 nnu 7 6anTos).
uid ykasatenb Ha 6ydep ana UID kapTbl
sak 3Ha4veHue napametpa SAK
mca 0 — kapT B none 6onblue HeT, Apyrne 3HavyeHns — B

none UMeTCs Opyrne KapTbl.
lMpu ebi3oee ¢hyHKYuu 3Ha4YeHue uidlen 0omKHO ycmaHaenueambcCs 8 HOJlb.

Pe3ynbmam

Ecnu dpyHKUMS BO3BpaLLaeT He HyreBoe 3HaYeHue, 3HaYUT KapTbl B MOSe HET UNn KapTy
npoYnTaTh HEBO3MOXXHO MO KaKOW-TO NMPUYMHE.

AKTMBMpPOBaHME KapTbl 4O YPOBHA 3 pacluMpeHHas

[o6GaeneHa c Bepcun 1.1.2 6nbnuotekn. PyHKLMSA NbITAETCA aKTUBMPOBATb KapTy, BLINOJHAS
OCHOBHbIe onepauunn — request, anticollision, select.

function ActivateCardA3Ex (var uidlen: uint8; uid: pbytearray;
var atga: uintl6; var sak: uint8; var mca: uint8): uintl6

Cmp. 11



HuHamuyeckas 6ubnuomexka PRP18.DLL Pykosodcmeo npozpammucma

Mapamempnbi
uidlen anvHa UID kapTbl (4 nnu 7 6anTos).
uid ykasatenb Ha 6ydep ansa UID kapTol
atga 3HayeHue napameTtpa ATQA
sak 3HayeHne napameTtpa SAK
mca 0 — kapT B none 6onbLue HET, ApyrMe 3Ha4YeHus — B
nosne MMeTCs Apyrme KapThbl.
Pe3ynbmam

Ecnn dyHKLUMA BO3BpaLLAET HE HyNeBOoe 3HaAYeHNe, 3HAYNT KapTbl B MOMe HET Unn kapTy
npoYMTaTh HEBO3MOXHO MO KaKOW-TO NPUYMHE.

lpu ebi308e ¢hyHKYuu 3Ha4YeHue uidlen 0omKkHO ycmaHaesiueambcCsi 8 HOJIb.

AKTnBMpoOBaHUe KapTbl OO0 YPOBHA 4

OYHKUMA MblTaeTca akTMBMPOBaTb KapTy 00 YPOBHSA 4, NOArOTOBUB ee ANS AanbHenLwen
paboTbl.

function ActivateCardA4 (usepps: uint8; var uidlen: uint8; uid: pbytearray;
var sak: uint8; var mca: uint8;
// Level 4 ISO params
var ats: uint8; var ciden: uint8; var cid: uint8;

var fsdi: uint8; var fsci: uint8): uintlé6
Mapamempnbi

usepps cuuTbIBaTENb MONbLITAETCS BbINOAHUTE KOMaHay PPS n
noaroToBUTLCA K OBMEHY C MakCuMarbHbIMU
napameTpamu.

uidlen annHa UID kapTbl (4 nnn 7 6anToB).

uid ykasatenb Ha 6ydep ana UID kapTbl

sak 3HayeHne napameTpa SAK

mca 0 — kapT B none 6onbLue HEeT, ApyrMe 3Ha4YeHns — B
nosie UMeTCA apyrue KapTbl.

ats AnvHa oTeeTa KapTtbl ATS.

ciden €CNnun He Homnb — KapTa nogaepxwusaet CID

cid 3HayeHue CID, ecnu npeablayLimii napameTp He HOMb

fsdi, fsci MHOXUTENN, XapakTepusyrLine MakCumarbHbIn pasmep

dpenma kapTbl Ha NpUeM 1 nepegady.

lNpu ebi3oee ¢hyHKYuu 3Ha4YeHue uidlen 0omKHO ycmaHaenueambcCs 8 HOJlb.

AKTUBMpoOBaHME KapTbl A0 YPOBHSA 4 paclumpeHHas

[o6aeneHa c Bepcun 1.1.2 6ubnmotekun. PyHKLMA NbITAETCA aKTUBMPOBaTb KapTy 4O YPOBHS
4, NnoAroToBUB ee Ansi AanbHenwen paboTsl.
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function ActivateCardA4Ex (usepps: uint8; wvar uidlen: uint8; uid:
pbytearray; var atga: uintlé6; var sak: uint8; wvar mca:
uint8;
// Level 4 ISO params
var ats: uint8; var ciden: uint8; var cid: uint8;

var fsdi: uint8; var fsci: uint8): uintlé6
lMapamempsbi

usepps cunTbiBaTENb NOMbLITAETCH BbINOMHUTL KOMaHay PPS n
NnoaroToBUTLCS K OOMEHY ¢ MakCuMarsbHbIMU
napameTpamu.

uidlen anunHa UID kapTbl (4 nnn 7 6anToB).

uid ykasatenb Ha bydep ansa UID kapTbl

atqa 3Ha4veHue napameTtpa ATQA

sak 3HayeHue napameTpa SAK

mca 0 — kapT B none GonbLue HET, ApyrMe 3Ha4YeHuss — B
nosne MMeTcs Apyrue KapThbl.

ats AnvHa oTBeTa KapTbl ATS.

ciden €CNnu He Homnb — KapTa nogaepxwusaet CID

cid 3HayeHue CID, ecnu npegbiaylimii napameTp He HOMb

fsdi, fsci MHOXUTENN, XapaKTepuaytoLLne MmakcumarbHbI pasmep

dperima KapTbl Ha NpUeM 1 Nepegavy.

lpu ebi308e ¢hyHKYuu 3Ha4YeHue uidlen 0omKHO ycmaHaesiueambcCs 8 HOJIb.

KomaHnaa HaltA

KomaHga npegHasHayeHa gng nepeBofa akTMBMPOBaAHHOM B AaHHbLIN MOMEHT O YPOBHS 3
ISO-14443A kapTbl B cocToaHne HALT.

function HaltA(): uintlé

KomaHnga napamMeTpoB HE UMEET, BO3BpallaeT BCerga Koa yCcrnewHoro sasepLlueHns.

Mpo3payHbivi 06MeH Ha ypoBHe 3 ISO-14443A

KomaHga «npo3payHoro» obmeHa ans kapt ypoBHA 3 ISO-14443A. No3BonseT peanu3oBaTtb
nobyto KomaHay, He peanu3oBaHHyto B Gubnuoteke. MNepegaBaemble B KOMaHAy AaHHbIE
HanpsaMYylo NepeaarTcs KapTe.

BO3BpaLLI,eHHbIe KapTOVI AaHHbIe beHKLl,I/lFl BO3BpaLjaeT Bbl3BaBLUEN nporpamMmme.

function Exchange3A (InData: pbytearray; inlen: uintl6; OutData: pbytearray;
var outlen: uintl6): uintlé6
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Mapamempnbi
InData ykasatenb Ha bydep ¢ KomaHOoM U/vnn gaHHbIMU,
KoTopble TpebyeTcs nepeaaTb KapTe
inlen ANnHa gaHHbIX B Bydepe.
OutData yKasatenb Ha Oydep ana npuema gaHHbIX OT KapTbl
outlen pa3mep Bo3BpaLleHHbIX B Oydepe gaHHbIX
Pe3ynbmam

BosBpaluaeTcs kof owmnbkM B cnyvae He ycnelHoro obmeHa, nubo ecnu pasmep
nepeaaBaeMblX AaHHbIX HYNeBon unun npesbiwaeTt 256 6anT.

O6meH c kapTou Ha ypoBHe 4 ISO-14443A

KomaHga obmeHa nHdopmaumen ¢ kapton Ha ypoBHe 4 |ISO-14443A. MNossonseT
obmeHaTbeA ¢ kapton APDU B cootBeTcTBMM € ISO-7816.

BosBpalLleHHble KapTon faHHble hYHKUUA BO3BpaLlaeT Bbi3BaBLUEN NporpaMme.

function ExchangeApdu(InData: pbytearray; inlen: uintl6; OutData:

pbytearray; var outlen: uintl6): uintlé

lMapamempsbi

InData ykasaTenb Ha Bydep ¢ KoMaHOoW WU AaHHbIMK,

KoTopble TpebyeTcs nepeaaTtb KapTe

inlen ANMHa gaHHbIX B Bydepe.

OutData ykasaTtenb Ha 6ydep ansa npvema gaHHbIX OT KapThbl

outlen pa3mep BO3BpaLLEeHHbIX B Oydepe aaHHbIX
Pe3ynbmam

BosBpaluaeTcs ko owmbKkn B cnyvae He ycrneluHoro obmeHa, nnbo ecnu pasmep
nepegaBaemMbiX AaHHbBIX HYNIEBOW Unu npeBblaeT 256 6anrT.

Ecnn kapTy BepHyna kog owmnbkn onepaumm, otnnyHbin ot 0x9000, To anuHa
BO3BpaLLEHHbIX AaHHbIX OyaeT paBHa ABYM HanTtam, B KOTOpbIX OyAeT coaepxaTbca
yKa3aHHbIN KOA 3aBepLueHns onepauumn obmeHa.
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dyHKunn nogaepxku Mifare Classic

AyTeHTndmkauma ¢ 3afgaHHbIM KIKOYOM

dyHKUMS NpeaHasHadveHa gns ayTeHTudmkaumm goctyna Kk 3agaHHomy 6noky kaptbl Mifare
Classic.

OnucaHue

function MfcAuthenticateKey (block: uintl6; key type: uint8; pUid:
pbytearray;pKey: pbytearray): uintlé;

Mapamempnbi
block abcontoTHLIN HoMep Grnoka KapThbl.
key type Tvn kntoda: 0xX0A — knod A, 0xOB — kritou B
pUid ykasaTtenb Ha 4 6avita UID kapTbl gna ayTeHTuduKaumm
pKey ykasaTenb Ha 6 6anToB 3Ha4YeHus Knya goctyna

Bo3epauwaemMmble 3Ha4YeHUs1

®yHKLMA BO3BpALLAET KO OWMOKK, HOMb NPW YCNELLHOM BbINOMHEHUM Onepauun.

AyTteHTUdMKauma c knrovyom n3 EEPROM

Mwukpocxema cuntbiBaTENS COOAEPXKUT crneumanbHyto obnacte EEPROM, goctynHyto Tonbko
AN 3anucuK 1 NpefHasHayYeHHyo ANng XpaHeHna Kn4vern gocTyna K kapte. Knoun saHocaTes
C NOMOLLbIO YHKLMMK, ONMCaHne KOTOPOK cnefyeT 3a onMcaHnem AaHHOW (OYHKLMUN.

OnucaHue
function MfcAuthentKeyNo (block: uintl6; key type: uint8; pUid: pbytearray;
key no: uintl6; key version: uintl6): uintlé;
lMapamempsbi
block abcontoTHbIN HoMep 6noka kapThbl.
key_type 1N knoya: 0X0A — kntod A, 0xOB — kntoy B
pUid ykasaTenb Ha 4 6anta UID kapTbl onsa ayTeHTudukaumm
key_no Homep kntoya B EEPROM, HauunHas ¢ Hyns
key_version BEPCUSA KNtoYa, AOIMKHA ObITb paBHa HYIO

Bo3epauwaemble 3Ha4eHUs

®yHKUMA BO3BpALLAET KoA OLMOKKM, HOMb NPU YCMELHOM BbINONHEHUM OonepaLun.

3anuchb knw4ya B EEPROM

C nomoupbto gaHHon yHKkUuun B EEPROM MUKpOCXEMbI cUUThIBATENS 3anUcLiBaeTCs
nepegaBaeMblii B Ka4ecTBe napameTpa Krtod. 3anMcaHHbIN KoY NCNonb3yeTcs
npegbiayLen yHKUMen.
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Mpn 3anucK KNoYen NCnonb3yeTcs crieaytollee cornaleHue:
e Knou 00 - key A sector 0
e Knoy 01 - key B sector 0
e Knitoy 02 - key A sector 1
e Kntou 03 - key B sector 1

e ..U TaKpanee

3a oguH pa3 moxeT ObITb 3anncaHo 6onee o4HOroO KnYa (Hanpumep, napa ans
KOHKPETHOro cekTopa).

OnucaHune

function MfcStoreKeyE2 (key no: uint8; num keys: uint8; keys: pbytearray):
uintl6;

Mapamempnbi
key_no Homep krtoya B EEPROM, HauuHas ¢ Hyns
num_keys KONn4ecTBO nepeaaBaeMblX OYHKLUUMN KITHoYen
key type Tvn kntoda: 0X0A — ko A, 0xOB — krnitou B
keys ykasaTernb Ha MaccuvB KNo4ven Ans 3anvcu

Bo3epauwaembie 3Ha4eHUs

®yHKLMA BO3BpaALLAET Ko OWNOKKN, HOMb NPW YCNELIHOM BbINOSHEHUM OonepaLun.

YreHune 6noka Mifare Classic

dyHKUMS YnTaeT 3agaHHbIn 6ok kapTel Mifare Classic. NpegBaputensHo gomkHa 6biTb
npovsBeaeHa ayTeHTudmkaunsa ansa AocTtyna Kk 3agaHHoMy GIioky.

HonyckaeTca nocrnegoBaTtenbHOE YTEHME HECKONbKMX BNOKOB B pamKax TEKYLLEro cekropa
KapThbl.

OnucaHue
function MfcReadBlock (block: uintl6; pBlockData: pbytearray): uintlé6;

Mapamempnbi
block abconoTHbIN HoMep Broka KapTbl.
pBlockData ykasaTenb Ha 06nacTb NamsT, B KOTOPYIO CYUTbIBATCA

onok

Bo3epauwaemMmble 3Ha4YeHUs

dyHKUMS BO3BpALLLAET KOA OLWMOKKM, HOMb M 16 BanTOB AaHHbLIX NPU YCNELHOM BbINOMHEHUMN
onepauumu.

3anucb 6noka Mifare Classic

dyHKUMS 3anucbiBaeT gaHHble B yKa3aHHbIA 6nok kapTel Mifare Classic. lNpeaBapuTtensHo
AomkHa ObITb Npon3BeaeHa ayTeHTMdMKaUNS ANa A0CTyna K 3agaHHOMY GIioKy.
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[lonyckaeTcs nocnegoBaTenbHas 3anMcb HECKOSbKMX GIIOKOB B paMKax TEKYLLLero cekropa
KapTbl.

OnucaHue

function MfcWriteBlock (block: uintl6; pBlockData: pbytearray): uintlé6;

Mapamempnbi
block abconoTHbIN HOMep Broka KapTbl.
pBlockData ykasaTtenb Ha obnacTb NnamsaTn, U3 KOTOPOW AaHHbIE

3anucbiBaloTca B 610K

BosepamaeMble 3Ha4YeHus

d)yHKU,I/IFI BO3BpaLlaeT Koa owmnbKn, Honb npu ycnewHoM BbIMOJTHEHUN onepaunn.

UTteHue cekTopa Mifare Classic

dyHKUNSA NpegHa3HayYeHa anga YTeHus nonHoro 6noka kaptel Mifare Classic. [nsa kapT
obbemom namaTu 4K nocrnegHve 8 cekTopoB MMeT pasMep AaHHbIX 240 6anT (npoTus 48
GanT onsa ocTanbHbIX CEKTOPOB).

OnucaHue

function MfcReadSector (sector: uintl6; var size: uintl6; data: pbytearray):
uintl6;

Mapamempnbi
sector abCconTHLIN HOMEpP CekTopa KapTbl
size pa3mMep NpoYnTaHHbIX AaHHbIX (48 nnn 240 GanT B
3aBMCUMOCTM OT HOMepa cekTopa)
data ykasaTtenb Ha 06nacTb NamMATh, B KOTOPYIO YMTaKOTCS

AaHHble CeKTopa

Bo3epauwaemMmble 3Ha4YeHUs1

q)yHKU,I/IFI BO3BpaLlaeT Koa OLUNOKMN, HOb U npoYnTaHHbIE N3 CEKTOpa AaHHble Mpu
yCrnewHOM BbINOJTHEHUN onepaunn.

3anuchb cekTtopa Mifare Classic

dyHKUMA NpegHa3HadYeHa anga 3anucu nonHoro 6noka kaptel Mifare Classic. [nsa kapT
obbvemom namaTtu 4K nocnegHme 8 CEKTOPOB UMEIOT pasmep AaHHbix 240 6anT (npoTms 48
6anT onsa ocTanbHbIX CEKTOPOB).

OnucaHue

function MfcWriteSector (sector: uintl6; data: pbytearray): uintl6;

Mapamempsbi
sector abConOTHLIN HOMEpP CEKTOopa KapTbl
data ykasatenb Ha obnacTtb namsaTn, U3 KOTOPOK AaHHbIe

3anncbiBalOTCA B CEKTOpP
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BosepawaeMble 3Ha4YeHus

®yHKLMA BO3BpaALLAET Ko OWNBKKN, HOMb NPW YCNELIHOM BbINOMHEHUM onepaLun.
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dyHKunn nogaepxku Mifare Plus

MepcoHanusauuna kapt Mifare Plus

KomaHnga npegHasHa4veHa ans 3anncu noodoro 6noka kaptel Mifare Plus B npouecce
nepcoHanusaumn. PaboTtaeT ToNbKO ¢ kapTon ypoBHs SLO, nocne nepexoaa Ha nobon
APYrov ypoBeHb KOMaHAa BbINOSIHEHA ObITb Y>Ke HEe MOXET.

function WritePerso(block: uintl6; key: pbytearray): uintlé6

MMapamempsbi
block abcontoTHLIN HoMep Grnoka KapThbl.
key 16 GanToB JaHHbIX 4NN 3anUCcK B yKa3aHHbIA Bnok.

C nomoLbo KOMaHabl MOXHO 3anucbiBaTb JaHHbIE Kak B 06M1acTb KIOYen, Tak 1 B ONoku
OaHHbIX.
Bo3epauwaemMmble 3Ha4YeHUs1

q)yHKU,I/IFI BO3BpaLlaeT Koa owmnbKn, Honb npu ycnewHoM BbIMOJTHEHUN onepaunn.

3aKprTb nepcoHann3auuio

KomaHga 3akpblBaeT nepcoHanu3aumio KapTbl C NepeBOAOM ee Ha CreayLnii YypoBEHb
6e3onacHocTu (nocne nepecbpoca nonsa n NocneayoLlen akTuBaLmMmn KapThbl).

lMepcoHanu3zayuro MOXHO NMPO8OOUMb 8 HECKOJILKO MpuemMos, Mexxdy HUMU yoansis
Kapmy u3 noJsisi cHqumbieamernsi. [Jo nosy4yeHusi 0aHHOU KOMaHObI kKapma eedem cebs
Kak obbIkHoeeHHasi namsimb EEPROM (c yyemom cekmopHoUl cmpyKmypbl) ¢
803MO)XHOCMbIO MHO20KPamHoU nepe3anucu 0aHHbIX.

function CommitPerso(): uintl6
MapameTpoB KOMaH4a HE UMEET.

Bo3epauwaemMble 3Ha4YeHUs

(DyHKLI,I/IFI BO3BpaLlaeT Koa owKnOKM, HOMb npun ycnewHoM BbINOJTHEHUN onepaunn.

AyTeHTndmkauma Ha ypoBHe SL3

KomaHga ncnonb3yeTcsa ona ayTeHTMduKaumm 4ocTyna K KapTe Ha ypoBHe 6e30nacHOCTM
SL3. Ecnu go aTtoro kapta 6bina Ha 6onee HM3KOM ypoBHE ©6e30MacHOCTK, TO OHa byaeT
nepesBeaeHa Ha ypoBeHb SL3 6e3 BO3MOXHOCTU NMOHU3NTL €ro oopaTHo.

function MifPlusAuthS13(first: uint8; keyblock: uintlé6;
keyind: uintl6): uintlé

Mapamempsbi
first NPV HEHYIIEBOM 3HAYEHUM TPAKTYeTCH Kak nepBuYHas
ayTeHTUMKaLums.
keyblock Homep Broka, K KoTopomy TpebyeTcst AOCTYN C KOYOM
AES128
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keyind MHOEKC Kkrtoya Bo BHyTpeHHeh EEPROM CLRC663
(KMoYM OOMKHbI ObITh 3aHECEHLI 3apaHee).

Bo3epauwaembie 3Ha4eHUs

q)yHKU,I/IFI BO3BpaLlaeT Koa ownbKN, Honb npun ycnewHoOM BbIMOJTHEHUN onepaunn.

AyTeHTdmkauma Ha ypoBHe SL3 ¢ 3agaHHbIM KINHOYOM

Kak 1 npegbigywias, komaHaa ucnonb3yetcsa Ansa ayteHTudukaumm gocTyna K kapTe Ha
ypoBHe 6e3onacHocTtu SL3. Ecnu go atoro kapta 6bina Ha 6oree HM3KOM YpOBHE
©esonacHoCTK, TO OHa BygeT nepeBefeHa Ha ypoBeHb SL3 6e3 BO3MOXHOCTM MOHM3UTL €ro
obpaTtHo. OTnnyMe B TOM, YTO KIOY AOCTYNa 3a4aeTcsi HeNnocpeaCTBEHHO Npu Bbl30Be
PYHKUMM.

function MifPlusAuthS13Key (first: uint8; keyblock: uintl6;
key: pbytearray): uintlé

Mapamempnbi
first NpU HEHYNEBOM 3HaYeHUM TPaKTyeTCs Kak NnepBuyHas
ayTeHTuduKaums.
keyblock Homep Oroka, K KoTopomy TpebyeTcst AOCTYN C KOYOM
AES128.
key 3HayeHue knya AES128 (16 6avitos).

Bo3epauwaemMmble 3Ha4YeHUs1

®yHKLMA BO3BpALLAET KO OWMOKKN, HOMb NPW YCNELLHOM BbINOMHEHUM Onepauun.

YreHue 6nokoB kapTbl Mifare Plus

MNocne ycnewHon ayTeHTUdUKaLmMmn K CEKTOPY C MOMOLLbIO AaHHOW (PYHKLMMN MOXHO
npoynTaTb 0AMH unun 6onee 6NoOK AaHHLIX U3 3TOrO CEKTopa.

function MifPlusReadBlocks (encripted: uint8; readmaced: uint8;
maconcmd: uint8; block: uintl6;
blockcount: uint8; data: pbytearray): uintl6

Mapamempnbi
encripted 0 — 6e3 wndpoBaHus, 1 — ¢ wndpoBaHnem obmeHa.
readmaced 0 — yteHue 6e3 MAC, 1 — c MAC.
maconcmd 0 — 6e3 MAC B komaHge, 1 — ¢ MAC.
block Homep Onoka ans yYteHus (B abCOMTHLIX 3HAaYEHUSX).
blockcount yuncno 6nokoB Ans YteHus (oT 1 0o 4-x)
data ykasaTtenb Ha 6ydep ansa npounTaHHbIX AaHHbIX.

BosepawaeMble 3Ha4YeHus

®yHKLMA BO3BpALLAET KO OWMOKKN, HOMb NPW YCNELLHOM BbINOMHEHUM Onepauun.
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3anucb 65nokoB KapTbl Mifare Plus

Mocne ycnewHon ayTeHTUMKaLMM K CEKTOPY C NOMOLLLIO JAaHHON OYHKLUM MOXKHO
3anucartb oavH unn 6onee 6ok AaHHbLIX B 3TOT CEKTOP.

function MifPlusWriteBlocks (encripted: uint8; maconresp: uint8;
block: uintl6; blockcount: uint8x
data: pbytearray): uintlo6

MNMapamempsbi
encripted 0 — 6e3 wndpoBaHus, 1 — ¢ wndposaHnem obmeHa.
maconresp 0 — otBeT 6e3 MAC, 1 —c MAC.
block HoMep 6noka Ansa YyteHus (B abCONOTHBIX 3HAYEHUSX).
blockcount yuncno 6nokoB Ans YteHns (oT 1 0o 4-x)
data ykasaTtenb Ha 6ydep Anga sanucbiBaeMbiX aHHbIX.

BosepawaeMble 3Ha4YeHus

q)yHKLI,I/Iﬂ BO3BpaLlaeT Ko owmnbKn, Honb npu ycnewHoOM BbINOJTHEHUK onepaLlnn.

YTteHue cekTopa Mifare Plus

HasHa4yeHue

dyHKUMS NpedHasHayeHa Ons Y“TeHU gaHHbIX cektopa kapTthl Mifare Plus. YitaeTtca Tonbko
obnacTb gaHHbIX, 6€e3 cekTopa Tpannepa.

dyHKUMS cama onpefenseT pasMmep AaHHbIX (YMCno BroKoB) AN YTEHMS B 3aBUCUMOCTU OT
HoMepa cekTopa: ans cekTopoB oT 0 Ao 31 unteTtcs 48 6anT gaHHbIX, AN CEKTOPOB OT 32 A0
39 yutaeTtca 240 6anToB JAHHbIX.

OnucaHue

function MifPlusReadSector (encripted: uint8; readmaced: uint8; maconcmd:
uint8; sector: uintl6; var size: uintl6; data: pbytearray): uintl6

Mapamempnbi
encripted 0 — 6e3 wndpoBaHus, 1 — ¢ wndpoBaHnem obmeHa.
readmaced 0 — yteHue 6e3 MAC, 1 — c MAC.
maconcmd 0 — 6e3 MAC B komaHge, 1 — ¢ MAC.
sector Homep cekTopa and yteHus (ot 0 go 39).
size BO3BpaLlaeT KOIMYECTBO NPOYMTaHHbIX BANTOB
data ykasaTtenb Ha 6ydep ansa npounTaHHbIX AaHHbIX.

BosepawaeMble 3Ha4YeHus

®yHKLMA BO3BpALLAET KO OWMOKK, HOMb NPW YCNELLHOM BbINOMHEHUM Onepauun.
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3anucb cektopa Mifare Plus

HasHavyeHue

dyHKUMS NpedHasHadYeHa Ans 3anucy gaHHblx cekTopa kapTtel Mifare Plus. 3anunceiBaeTtca
TONbKO 06nacTb AaHHbIX, 6e3 cekTopa Tpannepa.

dyHKUMS cama onpegenseT pasMmep OaHHbIX (YMcno Gr0KOB) 4SS 3anncu B 3aBUCUMOCTU OT
HoMepa cekTopa: ans cektopoB oT 1 4o 31 nuweTtcs 48 6anT AaHHbIX, 451 CEKTOPOB OT 32
0o 39 nuwetcsa 240 6anNTOB AaHHbIX.

[na HyneBoro cektopa nuweTcs Tonbko 32 6anTa, nepsble 16 6aNTOB AaHHbIX
WUrHOPUPYHOTCS, MOCKOSbKY 6ok O nmeeT aTpUBYT «TOMBKO NSl YTEHUSA».

OnucaHue

function MifPlusWriteSector (encripted: uint8; maconresp: uint8; sector:
uintl6; data: pbytearray): uintl6;

Mapamempnbi
encripted 0 — 6e3 wndpoBaHus, 1 — ¢ wndposaHnem obmeHa.
maconresp 0 —6e3 MAC, 1 —c MAC.
sector HoMep cekTopa Ans 3anucu (ot 0 go 39).
data ykasaTtenb Ha 6ydep ¢ AaHHbIMU AN 3anucu.

Bo3epauwaemMmble 3Ha4YeHUs

q)yHKLI,I/Iﬂ BO3BpaLlaeT Ko owmnbKn, Honb npu ycnewHOoM BbINOJTHEHUK onepalnn.

3aHeceHue knw4enn B EEPROM

Knioum wncpoBaHma MOXHO NpueaBapuTenibHO 3aHECTU BO BHYTpeHHoto EEPROM
CLRC663 ans nocrneayoLero nx UCNonb30BaHUS B NpoLeaype ayTeHTMdurKauum
(Hanpumep, ¢ dyHkunen MifPlusAuthSI3).

function WriteAesKeyToEe (sector: uint8; keytype: uint8;
key: pbytearray): uintlé

Mapamempsbi
sector HOMep ceKTopa, 418 KOTOPOro npegHasHayeH KIlou.
keytype 0 —kntoy A, 1 — knov B.
key ykasaTtenb Ha 6ydep ¢ 3anMcbiBaeMbIM KIHOYOM.

BosepacuaeMble 3Ha4YeHus

(DyHKLI,I/IFI BO3BpaLlaeT Koa OowKnOKM, HOMb npun ycnewHoM BbINOJTHEHUN onepaunn.

Mepesanuchb cekTopHbIx Knwo4ven AES

[o6asneHa c Bepcun 1.1.2 6ubnumotekn. PyHKUMA NpegHasHayeHa ans nepesanmncu
CEKTOPHbIX Krtoven AES-128 B kapTy, nepeBeAeHHyI0 Ha ypoBeHb 6esonacHocTh SL3.

function MifPlusChangeAesKey (maced: uint8; block: uintl6; key: pbytearray) :
uintlé6
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Mapamempnbi
maced 3agaeT pexum obmeHa ¢ kapton. Mpn Hyne MAC He
ncnonb3yeTcs.
block Homep 6noka, B KOTOPbIN 3anNnCbiBaeTCA HOBOE 3Ha4YeHue
Krnoya.
key yKkasatenb Ha Oydep ¢ 3anncbiBaeMbIM KITHOHOM.

BosepawaeMble 3Ha4YeHus

q)yHKU,I/IFI BO3BpaLlaeT Koa owmnbKn, Honb npu ycnewHoM BbINOJTHEHUN onepaunn.

3ameyaHus

Kntoumn xpaHaTcs B 6nokax ¢ agpeca 0x4000, Hanpumep, B 6rioke 0x4000 xpaHuTca kntod A
ANnsa Hyneeoro cektopa, B 6noke 0x4001 xpaHuTcs kntod B anga HyneBoro cektopa.

Mepen BbI30BOM hyHKUMN crniegyeT akTUBMPOBATL KapTy 4O YPOBHA 4 U NPOBECTU
ayTeHTMdMKaLMIO C KMOYM Ha 3anmcb OS5 )KenaemMoro cektopa, nocrne Yero MOXxHo
nomeHATb oba knoYa (Kak Ha 3anuck, Tak 1 Ha YTeHue). Kak npaBuno, Ha 3anucb
ncnonb3yeTcs KN4 B, 4To B NnpvBegeHHOM BbilLe Npumepe nogpasymeBaeT
ayTeHTMdukauuio K 6roky 0x4001.
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KomMmnnekcHble hyHKUUN

B naHHOM pasgene paccMoTpeHbl yHKUuK, AobaBneHHble B Bepcumn 2.0 6ubnunotekun. ns
nX NoaaepXkn Bepcna no cumteiBaTens PR-P18 gomkHa 6biTh Takke He Huke 2.0.

Cnedyem umemsb e eudy, 4Ymo nepeyucrsieHHble 8 0aHHOM pa3desie (hyHKyuUU

caMocmosimesibHO 6KJI04alom HeCywyro, HO He 8bIK/II04arom ee o OKOHYaHuuU
pabombl — amo dosmkeH coeslamb NPo2paMMucm, ebi3bieaswuli (hyHKUUIO.

MNonyyeHue ASN 6aHKOBCKOM KapTbl

KomaHnaa npegHasHaveHa ansa nonydyeHna ASN 6aHKoBCKon KapTbl. Ha kapTe OOMmMKHO ObiTh
pa3melleHo He hmHaHcoBoe npunoxeHne SmartlLab solutions.

function ReadBankAsn (var size: uintl6; data: pbytearray): uintl6;

Mapamempnbi
size pa3smep BosBpalaemoro ID kapThl.
data ID kapTbl pa3amepom 8 6anToB.

BosepawaeMble 3Ha4YeHus

®yHKLMA BO3BpALLAET KO OWNOKK, HOMb NPW YCNELLHOM BbINOMHEHUW Onepauun.

MNony4yeHue ASN 6aHKOBCKOM KapThbl C X3LWWUpPOBaHUEM

KomaHga npegHasHaveHa ang nonydeHns ASN 6aHKOBCKOM KapTbl C XaLUMPOBaHMEM A1
obecneyveHns YHMKanbHOCTM KOA4a Npu UCMNonNb3oBaHUKU KopoTkmx ID kapT B cucteme. Ha
KapTe OOMKHO ObiTb pasmelleHo He prHaHcoBOe NpunoxeHne SmartLab solutions.

function ReadBankAsnCoded (var size: uintl6; data: pbytearray): uintl6;

Mapamempnbi
size pasmep BoaBpalwiaemoro 1D kapThl.
data ID kapTbl pasmepom 4 6anToB.

Bo3sepauwaembie 3Ha4eHUs

®yHKLMA BO3BpaLLAET Ko OWNBKKU, HOMb NPW YCNELIHOM BbINOSHEHUM OMnepaLun.

MNony4yeHue ID cmapTtdoHa c OC AHgpoun

KomaHga npegHasHayeHa ansa nonyYyeHns yHukanbHoro ngeHtudukatopa cmaptgoHa ¢ OC
Angpoug. Ha cmapTtdoHe gomkHo pabotaTte npunoxexHmne Parsec Card Emulator.

function ReadParsecSmart (var size: uintl6; data: pbytearray): uintlé6;

Mapamempnbi
size pa3smep Bo3BpalLaemoro ID cmapTdoHa.
data ID kapTbl pa3amepom 8 6anToB.
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BosepacuaeMble 3Ha4YeHus

®yHKLMA BO3BpaALLAET Ko OWNBKKN, HOMb NPW YCNELIHOM BbINOMHEHUM onepaLun.

MNonyyeHue ID kapTbl TUNa B

KomaHga npegHasHayeHa ans nonyyYyeHns yHUKanbHOro naeHtudukatopa KkapTbl Tvna
1ISO-14443-B. OaHHbI TUN KapT He uMeeT noctosiHHoro UID kak y kapT Tuna A, noaTomy
naeHTMduKaTop n3BnekaeTca n3 cneymanbHon obnactu kaptel. PaboTaeT ¢ kapTamm
onpegeneHHoro NpoM3BoOANTENS, UCMOMNb3yeTCH B 3aKa3HbIX NPOEKTax.

function ReadCardB(var size: uintl6; data: pbytearray): uintlé6;

Mapamempnbi
size pasmMmep Boaspalwiaemoro 1D kapThbl.
data ID kapTbl pa3amepom 7 6anToB.

BosepawaeMble 3Ha4YeHus

®yHKLMA BO3BpALLAET KO OWMOKK, HOMb NPW YCMELLHOM BbINOMHEHUW Onepauun.

Mony4yeHume ID kapTbl TUNA B ¢ XawmnpoBaHuem

KomaHga npegHasHayeHa gns nofydeHnst yHMKanbHoro ngeHtudumkaTopa kaptbl Tuna
1ISO-14443-B. [aHHbI TUN KapT He umeeT noctosiHHoro UID kak y kapT Tuna A, noaTomy
naeHTudKnKaTop N3BreKaeTcsa N3 cneynanbHoOn obrnactu kapTel. PaboTaeT ¢ kapTamun
onpegeneHHoro NPoM3BoANTENS, UCMOMNb3yeTCHA B 3aKa3HbIX NpoekTax. XawnpoBaHne
ucnonb3yetca Ana obecneyeHus yHukanbHocTu ID, korga ero gnvHa mMeHbLue
OpPUIrMHaNbHOIo 3HaAYEeHUS.

function ReadCardBCoded (var size: uintl6; data: pbytearray): uintlé6;

Mapamempnbi
size pasmep BoaBpalwiaemoro 1D kapThl.
data ID kapTbl pasamepom 7 6anToB.

Bosepauwaembie 3Ha4eHUs

q)yHKU,I/IFI BO3BpaLlaeT Koa owmnbKn, Honb npu ycnewHoM BbINMOJTHEHUN onepaunn.

Mony4yeHnue ID kapThbl I-Code SLI

KomaH,u,a npegHasHa4deHa and nosfiydeHnd yHUKarnbHoOro I/Iﬂ,eHTVICbI/IKaTOpa KapTbl TUNAa
I-Code SLI (1ISO-15693).

function ReadCardICode (var size: uintl6; data: pbytearray): uintl6;

Mapamempnbi
size pa3smep BosBpalLaemoro ID kapThl.
data ID kapTbl pa3amepom 8 6anToB.

BosepawaeMble 3Ha4YeHus

®yHKLMA BO3BpALLAET KO OWNOKK, HOMb NPW YCNELLHOM BbINOMHEHUW Onepauun.
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MonyyeHne PAN Homepa 6aHKOBCKOW KapTbl

KomaHaa npegHasHayeHa Ang nonydeHnst B Ka4ecTBe YHUKanbHoro naeHtudpukatopa (ID)
yactn PAN Homepa 6aHKOBCKOW KapTbl, B TOM vncrie co cMaptdoHa ¢ pyHkumen Apple Pay.

function ReadBankCardPan (var size: uintl6; data: pbytearray): uintl6;

Mapamempnbi
size pasmep BoaBpalwiaemoro 1D kapThl.
data ID kapTbl pasmepom 8 6anToB.

Bosepauwaembie 3Ha4eHUs

®yHKUMA BO3BpaLLAET Ko OWnBKKN, HOMb NPW YCNELIHOM BbINOSHEHUM OMnepaLun.
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MpunoxeHune 1

PacnpepneneHune ceKTopoB KapTbl

PacnpeneneHune cektopoB nepBoro kunobanTta namsatu kapTel Mifare Plus B cucteme
AOCTyMna C BO3MOXHOCTbIO AOMOMHEHUSA APYTUX NPUMOXEHMI NOKa3aHO B CreayoLen
Tabnuue.

Tabnuua 2:

CekTop HasHaueHue

3 CID — npgeHTtudpmkartop kaptbl B CKY[,

4 PACS — paHHble ana CCKY[

7 cBoboaeH
8 cBoboaeH
9 cBoboaeH
10 cBoboaeH
1 cBobopaeH
12 cBobopaeH
13 cBobopaeH
14 cBobopaeH
15 cBobopaeH

Taknum o6pasom, Mbl ocTaBnsieM 9 cBOGOOHbIX CEKTOPOB 4151 pacnpedeneHuns mexay
APYTMMUN NPUNOXKEHNSIMMN.

Cmp. 27



[HuHamuyeckasi bubnuomexka PRP18.DLL

Pykosodcmeo npoespammucma

NMpunoxeHue 2

Copepxumoe MAD

C y4yeToM npuBeAeHHOrO Bhille pacrnpenenenus cektopos MAD GyaeT umeTb criegytollee

coAep>KUMOE.
Tabnuua 3:
Bant | 15 | 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
6nok
0 Bnok npousBoauTens, Bkntovas UID
1 AID AID AID AID AID AID AID info | CRC
cekTopa cekTopa cekTopa cekTopa cekTopa cekTopa cekTopa
0x07 0x06 0x05 0x04 0x03 0x02 0x01
0x0000 0x0002 0x0002 0x4801 0x4701 0x0004 0x0003 | Ox01 | 727
2 AID AID AID AID AID AID AID AID
cekTopa cekTopa cekTopa cekTopa cekTopa cekTopa cekTopa cekTopa
0xOF 0x0E 0x0D 0x0C 0x0B 0x0A 0x09 0x08
0x0000 0x0000 0x0000 0x0000 0x0000 0x0000 0x0000 0x0000
3 CekTop Tpannep (krno4m 1 ycnosus gocTyna)
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Oonsa sameTok
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